NORDIC DEFENDER

Q/ Crowdsourced Security Platform

Subject: Confirmation of Account Separation and Privilege Elevation in Admin By Request Windows EPM

To Whom It May Concern,

Nordic Defender has conducted a penetration test on Admin By Request Windows Endpoint Privilege Management
(EPM) and confirms that the product enforces proper account separation practices

Our analysis confirms that on a technical level, elevations are not initiated in the users’ context itself, but rather by
the Local System account, which initiates the elevated process for the users’ context.

Admin By Request enforces true account separation and secure elevation behavior when configured fully and
correctly.

Nordic Defender Champions Team

The Nordic Defender Champions Team, actively engaged in Next-Gen Penetration Testing activities, holds a wide range of
recognized certifications demonstrating expertise across various cybersecurity domains.

Among these certifications are:

Offensive Security Certified Professional (OSCP)
CREST Practitioner Security Analyst (CPSA)
Certified Ethical Hacker (Practical)

AWS Certified Cloud Practitioner

Certified Red Team Professional (CRTP)

These credentials reflect our commitment to technical excellence and high-assurance security services.

Sincerely,
Mahsima Jalooli
Chief Operating Officer
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